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Tuesday, July 6, 2010


          
        




Jul 6 CVE-2010-1297 PDF EPA's Water Sampling Report from spoofed OCSPP@epa.gov






CVE-2010-1297


 Adobe Flash Player before 9.0.277.0 and 10.x before 10.1.53.64, Adobe 
AIR before 2.0.2.12610, and authplay.dll in Adobe Reader and Acrobat 9.x
 through 9.3.2 allow remote attackers to execute arbitrary code or cause
 a denial of service (memory corruption) via crafted SWF content, as 
exploited in the wild in June 2010.






Download  719cf2bab291da52e495b86929b7ea7d  and  0733c4e2122cdfcfdd4699a3cbdc8b40  as a password protected   archive (contact me if you need the  password)










From: Office of Chemical Safety and Pollution Prevention, EPA [mailto:OCSPP@epa.gov] 

Sent: Tuesday, July 06, 2010 5:31 AM

To: XXXXXXXXXXXXX

Subject: EPA's Water Sampling Report

Importance: High



EPA surface water samples collected June 17 - 26, 2010 along the Gulf Coast did not reveal elevated levels of chemicals found in oil.



Surface water results collected May 21 through June 24, 2010 along the coast of Louisiana were measured for two of the chemicals associated with dispersants (2-Butoxyethanol and 2-Ethylhexyl Alcohol).

Why is EPA sampling and monitoring the water?



EPA’s water sampling process includes the collection of the sample, laboratory analyses and data verification (which ensures high quality data). These steps take about 7 days to complete before the data can be posted on EPA’s website. As such, the data EPA posts is not representative of current conditions but rather is a snapshot in time for a given location. We continue to take water samples and will post data as soon as it becomes available.

My water tastes or smells different.  What should I do?



You can contact the Joint Information Center, or JIC, located in the heart of the response effort. The JIC is a coordination center for federal, state and local responding agencies. You may call the JIC at 985-902-5231.





 File water_update_part2.pdf received on 2010.07.07 11:39:21 (UTC)

http://www.virustotal.com/analisis/8f60aa88853eec6e0ffce6ea2a8916a597ff105b6e4a087454b2a9bfa82ef4c8-1278502761

Result: 14/41 (34.15%)

AntiVir    8.2.4.10    2010.07.07    EXP/CVE-2010-1297

Antiy-AVL    2.0.3.7    2010.07.07    Exploit/SWF.CVE-2010-1297

Avast    4.8.1351.0    2010.07.06    JS:Pdfka-AIX

Avast5    5.0.332.0    2010.07.06    JS:Pdfka-AIX



eTrust-Vet    36.1.7690    2010.07.07    SWF/CVE-2010-1297.A!exploit

F-Secure    9.0.15370.0    2010.07.07    Exploit.PDF-Name.Gen

GData    21    2010.07.07    Exploit.PDF-Name.Gen

Kaspersky    7.0.0.125    2010.07.07    Exploit.SWF.CVE-2010-1297.a

McAfee-GW-Edition    2010.1    2010.07.05    Heuristic.BehavesLike.PDF.Suspicious.O

nProtect    2010-07-07.01    2010.07.07    Exploit.PDF-Name.Gen

PCTools    7.0.3.5    2010.07.07    Trojan.Pidief

Sophos    4.54.0    2010.07.07    Mal/PDFEx-D

Symantec    20101.1.0.89    2010.07.07    Trojan.Pidief.J

Additional information

File size: 427577 bytes

MD5...: 719cf2bab291da52e495b86929b7ea7d 



 File water_update_part1.pdf received on 2010.07.06 12:56:30 (UTC)

http://www.virustotal.com/analisis/1cffccaf528a882f781fb179a32356bfb176d683059c89faf81d7a51687330e0-1278420990

Result: 14/41 (34.15%)

AntiVir     8.2.4.2     2010.07.06     EXP/CVE-2010-1297

Antiy-AVL     2.0.3.7     2010.07.06     Exploit/SWF.CVE-2010-1297

Avast     4.8.1351.0     2010.07.06     JS:Pdfka-AIX

Avast5     5.0.332.0     2010.07.06     JS:Pdfka-AIX

BitDefender     7.2     2010.07.06     Exploit.PDF-Name.Gen

eTrust-Vet     36.1.7688     2010.07.06     SWF/CVE-2010-1297.A!exploit

F-Secure     9.0.15370.0     2010.07.06     Exploit.PDF-Name.Gen

GData     21     2010.07.06     Exploit.PDF-Name.Gen

Kaspersky     7.0.0.125     2010.07.06     Exploit.SWF.CVE-2010-1297.a

McAfee-GW-Edition     2010.1     2010.07.05     Heuristic.BehavesLike.PDF.Suspicious.O

nProtect     2010-07-06.01     2010.07.06     Exploit.PDF-Name.Gen

PCTools     7.0.3.5     2010.07.06     Trojan.Pidief

Sophos     4.54.0     2010.07.06     Mal/PDFEx-D

Symantec     20101.1.0.89     2010.07.06     Trojan.Pidief.J

Additional information

File size: 531280 bytes

MD5   : 0733c4e2122cdfcfdd4699a3cbdc8b40





Headers


Received: from pacificteaze.com (HELO ESMTP) (68.122.214.114)

  by XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX
Received: from SRV001([10.1.0.25]) by SMTPSRV (AIMC 2.9.5.7)with SMTP id tm393855644;
From: "Office of Chemical Safety and Pollution Prevention, EPA"
To: XXXXXXXXXXXXXXXXXXXX
Subject: EPA's Water Sampling Report
Sender: "Office of Chemical Safety and Pollution Prevention, EPA"
MIME-Version: 1.0
Content-Type: multipart/mixed; boundary="= Multipart Boundary 0706100230"
Date: Tue, 6 Jul 2010 02:30:59 -0700
X-Priority: 2
Priority: urgent
X-MSMail-Priority: High
Message-ID: <20100706093059109.2D45410B3A2B4742@server1>
X-Scanned: By Symantec Anti-Virus Scan Engine
X-Mailer: Microsoft Outlook Express 6.00.2800.1106
X-MimeOLE: Produced By Microsoft MimeOLE V6.00.2800.1106

68.122.214.114


Hostname:    pacificteaze.com

ISP:    SBC Internet Services

Organization:    Pacific Teaze

Proxy:    None detected

Type:    Broadband

Assignment:    Static IP

 Country:    United States 

State/Region:    California

City:    Chatsworth







Posted by
Mila


at
8:00 AM




Tags:
- ADOBE FLASH 10.0.45.2,
- ADOBE READER + ACROBAT 9.3.2,
: - ADOBE FLASH 10.0.45.2,
CVE-2010-1297,
Samples
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About contagio


Contagio is a collection of the historic malware samples, threats, observations, and analyses.


  
  

    Malware samples are available for download by any responsible whitehat researcher. 

  


 
By downloading the samples, anyone waives all rights to claim punitive, incidental and consequential damages resulting from mishandling or self--infection
   If you see errors, typos, etc, please let me know.







About Contagio Mobile


Contagio mobile mini-dump is a part of contagiodump.blogspot.com.Twitter
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Shortcuts


	Mobile Malware mini-dump. Take a sample, leave a sample.
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Malware Lists and Collections


* Malicious documents archive for signature testing and research
* Mobile Malware Collection
* I want it ALL

Adobe Reader versions vs corresponding exploits (CVE numbered) - Downloads for testing

Microsoft and Adobe Flash patches vs corresponding document and web exploits (non PDF, CVE numbered)

Malware list (don't think i have time to keep it up) --- the the malware list is moving here
Malware list (OLD) -- no new updates
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