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Jun 30 CVE-2010-1297 PDF 2020 National Defense Industrial Strategy Forum from techdm@csistdup.org.tw






CVE-2010-1297


 Adobe Flash Player before 9.0.277.0 and 10.x before 10.1.53.64, Adobe 
AIR before 2.0.2.12610, and authplay.dll in Adobe Reader and Acrobat 9.x
 through 9.3.2 allow remote attackers to execute arbitrary code or cause
 a denial of service (memory corruption) via crafted SWF content, as 
exploited in the wild in June 2010.






Download  497bd7eb4be6ae9b68c624e3fb594502 2020.pdf  as a password protected   archive (contact me if you need the  password)






 File 2020.pdf received on 2010.07.04 05:20:15 (UTC)

http://www.virustotal.com/analisis/000c6d021e9678184f059dd1dfacf75558bdd3f62e259e789836005efbf0e6b1-1278220815

Result: 14/41 (34.15%)

a-squared    5.0.0.31    2010.07.03    Exploit.SWF.CVE-2010-1297!IK

AntiVir    8.2.4.2    2010.07.02    EXP/CVE-2010-1297

Antiy-AVL    2.0.3.7    2010.07.02    Exploit/SWF.CVE-2010-1297

Avast    4.8.1351.0    2010.07.03    JS:Pdfka-AIX

Avast5    5.0.332.0    2010.07.03    JS:Pdfka-AIX

BitDefender    7.2    2010.07.04    Exploit.PDF-Name.Gen

eTrust-Vet    36.1.7684    2010.07.03    SWF/CVE-2010-1297.A!exploit

F-Secure    9.0.15370.0    2010.07.03    Exploit.PDF-Name.Gen

GData    21    2010.07.04    Exploit.PDF-Name.Gen

Ikarus    T3.1.1.84.0    2010.07.03    Exploit.SWF.CVE-2010-1297

Kaspersky    7.0.0.125    2010.07.04    Exploit.SWF.CVE-2010-1297.a

McAfee-GW-Edition    2010.1    2010.07.02    Heuristic.BehavesLike.PDF.Suspicious.O

nProtect    2010-07-04.01    2010.07.04    Exploit.PDF-Name.Gen

Sophos    4.54.0    2010.07.04    Mal/PDFEx-D

Additional information

File size: 237302 bytes

MD5...: 497bd7eb4be6ae9b68c624e3fb594502





Headers

Received: from mta-101.dothome.co.kr (HELO mta-101.dothome.co.kr) (211.239.118.134)
  by XXXXXXXXXXXXXXXXX
X-AuthUser: aks@a-one.co.kr
Received: from techdm ([218.234.32.224]:4032)
    by mta-101.dothome.co.kr with [XMail 1.22 PassKorea090507 ESMTP Server]
     ...
    Wed, 30 Jun 2010 23:21:06 +0900
Message-ID: <1975e5623c$23fce32a$0ae1d8b4@techdm212af2ce2>
From: "???K??" 
To: XXXXXXXXXXXXXXX
Subject: =?big5?B?MjAyMLDqqL6s7KfesqO3frWmsqS9177CrKGwyg==?=
Date: Wed, 30 Jun 2010 22:07:21 +0800
MIME-Version: 1.0
Content-Type: multipart/mixed;
    boundary="----=_NextPart_000_000B_01CB18A0.9EBCFA10"
X-Priority: 3
X-MSMail-Priority: Normal
X-Mailer: Microsoft Outlook Express 6.00.2900.3138
X-MimeOLE: Produced By Microsoft MimeOLE V6.00.2900.5579




218.234.32.224


 Hostname:    218.234.32.224
ISP:    Hanaro Telecom Co.
Organization:    ARO INFORMATION TECH
Type:    Broadband
Assignment:    Static IP
Country:    Korea, Republic of
State/Region:    Soul-t'ukpyolsi
City:    Seocho





From: §õ¨K©É [mailto:techdm@csistdup.org.tw] 

Sent: Wednesday, June 30, 2010 10:07 AM

To: XXXXXXXXXXXX

Subject: 2020國防科技產業策略論壇活動



 中山科學研究院預計於99年7月29日(星期四)AM09：30於本院龍園研究園區W48館

舉辦「2020國防科技產業策略論壇」活動，歡迎聯盟成員及各界人士踴躍報名參加。



一、論壇目的：

中科院預計99年7月29日於龍園研究園區舉辦「2020年國防科技產業策略論壇」活

動，主題為「整合產學科技能量，推動國防科技產業」，子題分別為 (一)結合週

邊園區、發展軍通科技。(二)轉化國防科技、創造產業價值。(三)引進民間資源、

建構自主國防。

本活動將邀請行政院科技顧問組萬執秘其超主持、工業局、技術處、中小企業處及

軍備局等主管擔任共同主持人，聽取國防科技產業聯盟成員(產業及學界)對未來年

國防科技能量釋出及參與國防研發機會之寶貴意見，期望透過此次活動整合出產學

研策略方向與共識，完成2020年我國國防科技產業發展策略報告，提供政府主管產

業(經濟部)及國防決策單位(國防部)，作為推動國防產業及發展軍民通用科技政策

之參考。



二、活動日期及地點

1.日期：99年7月29日(星期四)

2.時間：上午09：30至下午15：30

3.地點：龍園研究園區w48館一樓(國際會議廳)



三、報名方式

1.傳真：03-4117119

2.E-mail：techdm@csistdup.org.tw



四、報名截止：99年7月15日



五、聯絡人：李沛怡小姐：電話：03-4712201轉32982










Terrible machine translation


From: § õ ¨ K © É [mailto: 
techdm@csistdup.org.tw]Sent: Wednesday, June 30, 2010 10:07 AMTo: XXXXXXXXXXXXSubject: 2020 
National Defense Industrial Strategy Forum

 Zhong Shan 
Institute of Science is expected in 7 月 29 日 99 (星期四) AM09: 30 in 
hospital Dragon Pavilion Park Research Park W48Organized, "2020 
National Defense Industrial Policy Forum", welcome alliance members and 
all interested parties to attend.
 1, the Forum 
aims:Chinese Academy of Sciences projected 99 years on July 29 held 
at the Long Park, Research Park, "2020 National Defense Industrial 
Strategy Forum" liveMove, the theme of 
"Integration of Science and Technology of energy production, promote the
 national defense technology industry", sub-title were (a) binding weeksSide Park, the development of military communications 
technology. (B) the conversion of national defense
 science and technology, to create industrial value. (C) the introduction of private resources,Construction of self-defense.The 
event will be invited to the Executive Yuan Science and Technology 
Advisory Group 10000 Executive Secretary of its ultra-chair, Industry, 
and Technology Department, Small and Medium Enterprise andBureau in charge
 of arms served as a faculty member to listen to Defense Industry 
Alliance (industry and academia) on the next yearsEnergy release 
and participation of national defense science and technology research 
and development opportunities for their valuable advice on national 
defense, expectations produced by the integration of learning activitiesResearch and 
strategic direction and consensus, completed in 2020 China's national 
defense technology industry development strategy report, provide the 
government producedIndustry (Ministry of 
Economic Affairs) and defense decision-making units (Department of 
Defense), as promoting the development of military and civilian defense 
industry and technology policyReference.
 Second, date and place of activity1.
 Date: 7 月 29 日 99 (星期四)2. Time: 09:30 am to 
15:30 pm3. Location: Long Park Research Park 
w48 Hall on the first floor (International Conference Hall)
 Third, application form1. Fax 
:03-41171192.E-mail: techdm@csistdup.org.tw
 4, Application Deadline: 99 July 15
 5, Contact: Miss 
Li Peiyi: 32982 Tel :03-4712201 switch
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About contagio


Contagio is a collection of the historic malware samples, threats, observations, and analyses.


  
  

    Malware samples are available for download by any responsible whitehat researcher. 

  


 
By downloading the samples, anyone waives all rights to claim punitive, incidental and consequential damages resulting from mishandling or self--infection
   If you see errors, typos, etc, please let me know.







About Contagio Mobile


Contagio mobile mini-dump is a part of contagiodump.blogspot.com.Twitter
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Shortcuts


	Mobile Malware mini-dump. Take a sample, leave a sample.








Categories - sort of


	
- HTA files
(1)

	
- JAVA
(16)

	
- MOBILE MALWARE
(6)

	
- OSX
(10)

	
alienspy
(1)

	
APT1
(1)

	
Aurora
(2)

	
Autocad
(1)

	
Backdoor.Olyx
(1)

	
Backdoor.Wirenet
(1)

	
batchwiper
(1)

	
Black SEO
(1)

	
blackhole 2
(1)

	
Blackshades
(1)

	
botnets
(5)

	
Chapro
(1)

	
CONFICKER
(1)

	
Cridex
(1)

	
Crimepack
(2)

	
Crisis
(1)

	
cuckoo sandbox
(1)

	
CVE-2006-2389
(1)

	
CVE-2006-2492
(1)

	
CVE-2007-0071
(1)

	
CVE-2007-5659
(5)

	
CVE-2008-0081
(1)

	
CVE-2008-0655
(1)

	
CVE-2008-2992
(4)

	
CVE-2008-3005
(1)

	
CVE-2008-4841
(1)

	
CVE-2008-5353
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CVE-2009-0556
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CVE-2009-0658
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CVE-2009-0806
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CVE-2009-0927
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Malware Lists and Collections


* Malicious documents archive for signature testing and research
* Mobile Malware Collection
* I want it ALL

Adobe Reader versions vs corresponding exploits (CVE numbered) - Downloads for testing

Microsoft and Adobe Flash patches vs corresponding document and web exploits (non PDF, CVE numbered)

Malware list (don't think i have time to keep it up) --- the the malware list is moving here
Malware list (OLD) -- no new updates
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