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 CVE-2010-4091 The EScript.api plugin in Adobe Acrobat Reader 9.4.0, 8.1.7, and probably other versions allows remote attackers to cause a denial of service (crash) and possibly execute arbitrary code via a crafted PDF document that triggers memory corruption, involving the printSeps function.  NOTE: some of these details are obtained from third party information.










November 8, 2010 Update: 


We plan to resolve this issue in the update for Adobe Reader and Acrobat
 9.4 and earlier 9.x versions scheduled for release during the week of 
November 15, 2010, mentioned in Security Advisory APSA10-05.
 We have assigned CVE-2010-4091 to this issue. As of today, Adobe is not
 aware of any exploits in the wild or public exploit code for this 
issue.
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November 4, 2010 Adobe
 is aware of a potential issue in Adobe Reader posted publicly today on 
the Full Disclosure list. A proof-of-concept file demonstrating a Denial
 of Service was published. Arbitrary code execution has not been 
demonstrated, but may be possible. We are currently investigating this 
issue. In the meantime, users of Adobe Reader 9.2 or later and 8.1.7 or 
later can utilize the JavaScript Blacklist Framework to prevent the 
issue by following the instructions below. Note that Adobe Acrobat is 
not affected by this issue.

Vupen Adobe Acrobat and Reader "printSeps()" Heap Corruption Vulnerability


















































































 General File Information


































MD5  d000e74163e34fc65914676674776284
SHA1  94358cebc08f6677df9b28e5b893dce71003081a
File Name: xpl_pdf.pdf
File size : 1928 bytes
Type:  PDF
Source: Wed, 03 Nov 2010 [0dayz] Acrobat Reader Memory Corruption Remote Arbitrary Code Execution Full Disclosures 













Read more...


















































Download




 Download xpl_pdf.pdf=  (rename extension to pdf)



	

 



	
















































Automated Scans

 
xpl_pdf.pdf

Virustotal link

Submission date:2010-11-05 11:23:46 (UTC)

14/ 41 (34.1%)

AntiVir    7.10.13.140    2010.11.05    EXP/Pdfka.oth

Avast    4.8.1351.0    2010.11.04    JS:Pdfka-gen

Avast5    5.0.594.0    2010.11.04    JS:Pdfka-gen

AVG    9.0.0.851    2010.11.04    Exploit.PDF

Emsisoft    5.0.0.50    2010.11.05    Exploit.JS.Pdfka!IK

Ikarus    T3.1.1.90.0    2010.11.05    Exploit.JS.Pdfka

Kaspersky    7.0.0.125    2010.11.05    Exploit.JS.Pdfka.cys

McAfee-GW-Edition    2010.1C    2010.11.05    Heuristic.BehavesLike.PDF.Suspicious.C

Norman    6.06.10    2010.11.04    HTML/Shellcode.AA

Panda    10.0.2.7    2010.11.05    Exploit/PDF.Gen.B

PCTools    7.0.3.5    2010.11.05    HeurEngine.PDF

Symantec    20101.2.0.161    2010.11.05    Bloodhound.PDF!gen

TrendMicro-HouseCall    9.120.0.1004    2010.11.05    TROJ_PIDIEF.SEP

MD5   : d000e74163e34fc65914676674776284












































Analysis



Extraexploit.blogspot.com  full disclosure xpl.pdf Adober Reader 9.4 poc - printSeps()
















Posted by
Mila


at
6:06 PM




Tags:
CVE-2010-4091






















No comments:










Post a Comment
















        


      




Newer Post


Older Post

Home






Subscribe to:
Post Comments (Atom)







Home























Shared by


	

Mila




View my complete profile
















About contagio


Contagio is a collection of the historic malware samples, threats, observations, and analyses.


  
  

    Malware samples are available for download by any responsible whitehat researcher. 

  


 
By downloading the samples, anyone waives all rights to claim punitive, incidental and consequential damages resulting from mishandling or self--infection
   If you see errors, typos, etc, please let me know.







About Contagio Mobile


Contagio mobile mini-dump is a part of contagiodump.blogspot.com.Twitter
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	Mobile Malware mini-dump. Take a sample, leave a sample.
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Malware Lists and Collections


* Malicious documents archive for signature testing and research
* Mobile Malware Collection
* I want it ALL

Adobe Reader versions vs corresponding exploits (CVE numbered) - Downloads for testing

Microsoft and Adobe Flash patches vs corresponding document and web exploits (non PDF, CVE numbered)

Malware list (don't think i have time to keep it up) --- the the malware list is moving here
Malware list (OLD) -- no new updates
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