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Jul 01 CVE-2010-0188 PDF phone calls from imxjih@limousinehire.za.net





CVE-2010-0188 Unspecified 
vulnerability in Adobe Reader and Acrobat 8.x before 8.2.1 and 9.x 
before 9.3.1 allows attackers to cause a denial of service (application 
crash) or possibly execute arbitrary code via unknown vectors








 Download PhoneCalls.pdf  a38a70821c62be2996ac1c28575f2fd2  ac as a password  protected archive (please contact me for the password if you need it)








-----Original Message-----

From: james [mailto:imxjih@limousinehire.za.net] 

Sent: Thursday, July 01, 2010 6:18 PM

To: XXXXXXXXXXXXXXX

Cc: XXXXXXXXXX XXXXXXXXXXXXX XXXXXXXXXXXXX

Subject: phone calls



Hey man..



Remember all those long distance phone calls we made. 

Well I got my telephone bill and WOW. 

Please help me and look at the bill see which calls where yours ok..





 File PhoneCalls.pdf received on 2010.07.04 03:49:02 (UTC)

http://www.virustotal.com/analisis/61c1eb84397b0f4459e73b6e91ef2fc768d14967ea1a7ef5bf712464d7ce0869-1278215342

Result: 18/41 (43.91%)

a-squared    5.0.0.31    2010.07.03    Exploit.Win32.Pidief!IK

AntiVir    8.2.4.2    2010.07.02    EXP/Pidief.haa

Avast    4.8.1351.0    2010.07.03    PDF:CVE-2010-0188

Avast5    5.0.332.0    2010.07.03    PDF:CVE-2010-0188

BitDefender    7.2    2010.07.04    Exploit.TIFF.Gen

eTrust-Vet    36.1.7684    2010.07.03    PDF/CVE-2010-0188!exploit

F-Secure    9.0.15370.0    2010.07.03    Exploit.TIFF.Gen

GData    21    2010.07.04    Exploit.TIFF.Gen

Ikarus    T3.1.1.84.0    2010.07.03    Exploit.Win32.Pidief

Kaspersky    7.0.0.125    2010.07.04    Exploit.Win32.Pidief.dci

McAfee    5.400.0.1158    2010.07.04    Exploit-PDF.pp!stream

McAfee-GW-Edition    2010.1    2010.07.02    Exploit-PDF.pp!stream

Microsoft    1.5902    2010.07.03    Exploit:Win32/Pdfjsc.gen!B

PCTools    7.0.3.5    2010.07.02    Trojan.Pidief

Sophos    4.54.0    2010.07.03    Troj/PDFJs-II

Symantec    20101.1.0.89    2010.07.04    Trojan.Pidief.I

TrendMicro    9.120.0.1004    2010.07.04    TROJ_PDFJSC.AR

TrendMicro-HouseCall    9.120.0.1004    2010.07.04    TROJ_PDFJSC.AR

Additional information

File size: 2616 bytes

MD5...: a38a70821c62be2996ac1c28575f2fd2



Headers

 Received: from 201-34-210-6.gnace703.dsl.brasiltelecom.net.br (HELO 201-34-210-6.gnace703.dsl.brasiltelecom.net.br) (201.34.210.6)

  by XXXXXXXXXXXXXXXXXXXXXXXXXXX

Date: Thu, 1 Jul 2010 19:17:31 -0300

Message-ID: <000e01cb196b$32fcbb50$00426d68@uryqmxukq>

From: james 

To: 

CC: XXXXXXXXXXXX

Subject: phone calls

MIME-Version: 1.0

Content-Type: multipart/mixed; boundary="----------4016D0ETO0O036L"



Hostname:    201-34-210-6.gnace703.dsl.brasiltelecom.net.br

ISP:    Brasil Telecom S/A - Filial Distrito Federal

Organization:    Brasil Telecom S/A - Filial Distrito Federal

Type:    Broadband

Assignment:    Dynamic IP

Country:    Brazil

State/Region:    Goias
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About contagio


Contagio is a collection of the historic malware samples, threats, observations, and analyses.


  
  

    Malware samples are available for download by any responsible whitehat researcher. 

  


 
By downloading the samples, anyone waives all rights to claim punitive, incidental and consequential damages resulting from mishandling or self--infection
   If you see errors, typos, etc, please let me know.







About Contagio Mobile


Contagio mobile mini-dump is a part of contagiodump.blogspot.com.Twitter
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Shortcuts


	Mobile Malware mini-dump. Take a sample, leave a sample.
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Malware Lists and Collections


* Malicious documents archive for signature testing and research
* Mobile Malware Collection
* I want it ALL

Adobe Reader versions vs corresponding exploits (CVE numbered) - Downloads for testing

Microsoft and Adobe Flash patches vs corresponding document and web exploits (non PDF, CVE numbered)

Malware list (don't think i have time to keep it up) --- the the malware list is moving here
Malware list (OLD) -- no new updates
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