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Oct 08 CVE-2010-2883 PDF Nuclear Challenges and Responses in the Century from  JUN.Bong-Geun@ifans.go.kr






CVE-2010-2883 Stack-based buffer overflow in CoolType.dll in Adobe Reader and
Acrobat 9.3.4 and earlier allows remote attackers to execute arbitrary
code or cause a denial of service (application crash) via a PDF
document with a long field in a Smart INdependent Glyphlets (SING)
table in a TTF font, as exploited in the wild in September 2010.
NOTE: some of these details are obtained from third party information. 
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----Original Message-----

From: JUN.Bong-Geun@ifans.go.kr [mailto:JUN.Bong-Geun@ifans.go.kr] 

Sent: Friday, October 08, 2010 1:43 PM

Subject: Nuclear Challenges and Responses in the Century



Dear all



We inform you of an event and expect your kindly opinions.

On October 4th-5th 2010, the  IFANS Conference on Global Affairs in 2010, "Nuclear Challenges and Responses in the  Century" is hosted by the Institute of Foreign Affairs and National Security (IFANS) and the Presidential Council for Future and Vision (PCFV), and is organized by the Institute of Foreign Affairs and National Security (IFANS),ROK.



At the conference,in-depth discussion is expected among international and Korean experts and turn-out policy recommendations in terms of three subjects.

The sessions and programs were attached to a file "Conference Information.pdf".
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C:\Documents and Settings\Mila\Desktop\Conference Information_2010 IFANS Conference on Global Affairs (1001).pdf

Unicode Strings:
---------------------------------------------------------------------------
jjjj
jjjj
jjjj
jjjj
jjjj
jjjj
jjjjjj
(null)
         (((((                  H
VS_VERSION_INFO
StringFileInfo
040904B0
CompanyName
FileDescription
syschk DLL
FileVersion
1, 0, 0, 1
InternalName
syschk
LegalCopyright
Copyright (C) 2010
LegalTrademarks
OriginalFilename
syschk.DLL
ProductName
syschk Dynamic Link Library
ProductVersion
1, 0, 0, 1
VarFileInfo
Translation
MS Shell Dlg
&New 
Cancel
&Help
Open
Save As
All Files (*.*)
Untitled
an unnamed file
&Hide
No error message is available.'An unsupported operation was attempted.$A required resource was unavailable.
Out of memory.
An unknown error has occurred.
Invalid filename.
Failed to open document.
Failed to save document.
Save changes to %1? Failed to create empty document.
The file is too large to open.
Could not start print job.
Failed to launch help.
Internal application error.
Command failed.)Insufficient memory to perform operation.PSystem registry entries have been removed and the INI file (if any) was deleted.BNot all of the system registry entries (or INI file) were removed.FThis program requires the file %s, which was not found on this system.tThis program is linked to the missing export %s in the file %s. This machine may have an incompatible version of %s.
#Unable to read write-only property.#Unable to write read-only property.
Unexpected file format.V%1
Cannot find this file.
Please verify that the correct path and file name are given.
Destination disk drive is full.5Unable to read from %1, it is opened by someone else.AUnable to write to %1, it is read-only or opened by someone else..An unexpected error occurred while reading %1..An unexpected error occurred while writing %1.
Please enter an integer.
Please enter a number.*Please enter an integer between %1 and %2.(Please enter a number between %1 and %2.(Please enter no more than %1 characters.
Please select a button.*Please enter an integer between 0 and 255. Please enter a positive integer. Please enter a date and/or time.
Please enter a currency.
No error occurred.-An unknown error occurred while accessing %1.
%1 was not found.
%1 contains an invalid path.=%1 could not be opened because there are too many open files.
Access to %1 was denied..An invalid file handle w
as associated with %1.<%1 could not be removed because it is the current directory.6%1 could not be created because the directory is full.
Seek failed on %15A hardware I/O error was reported while accessing %1.0A sharing violation occurred while accessing %1.0A locking violation occurred while accessing %1.
Disk full while accessing %1..An attempt was made to access %1 past its end.
No error occurred.-An unknown error occurred while accessing %1./An attempt was made to write to the reading %1..An attempt was made to access %1 past its end.0An attempt was made to read from the writing %1.
%1 has a bad format."%1 contained an unexpected object. %1 contains an incorrect schema.
#Unable to load mail system support.
Mail system DLL is invalid.!Send Mail failed to send message.
pixels








C:\windows\system32\form.ocx  = same string as it tried to download = see the pcap screenshot below






 File: form.ocx

MD5:  279b3b44fa1ac9e72d030ff42b1b77c6

Size: 15



Ascii Strings:

---------------------------------------------------------------------------

02510c



Unicode Strings:

---------------------------------------------------------------------------











66.220.9.57

Hostname:    www.mbizgroup.biz
ISP:    Hurricane Electric
Organization:    LaFrance Internet Services
Proxy:    None detected
Type:    Corporate
Assignment:    Static IP
Country:    United States
State/Region:    California
City:    Fremont
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About contagio


Contagio is a collection of the historic malware samples, threats, observations, and analyses.


  
  

    Malware samples are available for download by any responsible whitehat researcher. 

  


 
By downloading the samples, anyone waives all rights to claim punitive, incidental and consequential damages resulting from mishandling or self--infection
   If you see errors, typos, etc, please let me know.







About Contagio Mobile


Contagio mobile mini-dump is a part of contagiodump.blogspot.com.Twitter

LinkedIn
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Shortcuts


	Mobile Malware mini-dump. Take a sample, leave a sample.
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- HTA files
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- MOBILE MALWARE
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- OSX
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(1)

	
Aurora
(2)

	
Autocad
(1)

	
Backdoor.Olyx
(1)

	
Backdoor.Wirenet
(1)

	
batchwiper
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Black SEO
(1)

	
blackhole 2
(1)
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botnets
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cuckoo sandbox
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Malware Lists and Collections


* Malicious documents archive for signature testing and research
* Mobile Malware Collection
* I want it ALL

Adobe Reader versions vs corresponding exploits (CVE numbered) - Downloads for testing

Microsoft and Adobe Flash patches vs corresponding document and web exploits (non PDF, CVE numbered)

Malware list (don't think i have time to keep it up) --- the the malware list is moving here
Malware list (OLD) -- no new updates



PCAP Collections










Subscribe To








Posts










                  Atom
                














Posts
















Comments










                  Atom
                














Comments





















	


	
















































	


	








Powered by Blogger.












































