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Monday, May 10, 2010


          
        




May 9 CVE-2010-0188 PDF Concept Paper.pdf from global.faruk@gmail.com





	CVE-2010-0188 Unspecified vulnerability in Adobe Reader and Acrobat 8.x before 8.2.1 and 9.x before 9.3.1 allows attackers to cause a denial of service (application crash) or possibly execute arbitrary code via unknown vectors 





Download Concept_Paper.pdf  c06ef052db6710fd632952cc14917d84  ac as a password protected archive (please contact me for the password if you need it)




Nothing new or special in this one except the text of the message appears to be stolen from a real message or is a very good fake. This sender sent a message before http://contagiodump.blogspot.com/2010/04/apr-2-cve-2009-0927-cve-2007-5659-pdf.htmlDetection is as low as it was a month ago, not much improvement on this CVE (M)





Details Concept_Paper.pdf c06ef052db6710fd632952cc14917d84  

File Concept_Paper.pdf received on 2010.05.10 11:14:19 (UTC)

http://www.virustotal.com/analisis/e3366fd2b4ff485840c147ea2eb811e793616a5a8bb2e1abfb4d37a03e53d774-1273490059

Result: 6/41 (14.64%)

Authentium    5.2.0.5    2010.05.10    JS/CVE20100

Avast    4.8.1351.0    2010.05.09    PDF:CVE-2010-0188

Avast5    5.0.332.0    2010.05.09    PDF:CVE-2010-0188

GData    21    2010.05.10    PDF:CVE-2010-0188 

eTrust-Vet    35.2.7477    2010.05.10    PDF/CVE-2010-0188!exploit

Sophos    4.53.0    2010.05.10    Troj/PDFJs-II

Additional information

File size: 172952 bytes

MD5...: c06ef052db6710fd632952cc14917d84























From: 呂參謀 [mailto:global.faruk@gmail.com] 

Sent: Sunday, May 09, 2010 9:30 PM

To: XXXXXXXXXXXXXXXXXXXXXX

Subject: Fwd: ASEM Cooperation on Capacity Building of Disaster Relief





---------- Forwarded message ----------

From: Alan D. Romberg 

Date: 2010/5/7 20:11

Subject: RE: Yang's bio. doc

To: Andrew Nien-Dzu Yang 

Cc: 毛 毛 





Dear Andrew –



Although I am going to be away (in Korea) next week, I want to get out an invitation to your talk so people will mark it on their calendars.



I am attaching a draft for your approval. I am assuming that, since you are giving a similar talk “on the record” at Harvard, your talk at Stimson will also be “on the record.” But if you want to tell all of your most closely-held secrets to our audience (while only giving fluff to Steve’s group at Harvard), I’m happy to make it off the record or at least “not for attribution.” Let me know.



Please let me have your feedback on the invitation text.



While the invitations are generally issued electronically, they are also printed up. So I may need to cut back a bit on the bio stuff to make it fit on one page, but I hope not. But I wanted to make you aware of that. However, I didn’t want to take more time to fiddle with formatting now before sending it to you (and LtCol Mao) for your OK.



Thanks. Looking forward to seeing you.



Best.



Alan














Posted by
Mila


at
7:43 AM




Tags:
- ADOBE READER + ACROBAT 8.2.1,
- ADOBE READER + ACROBAT 9.3.0,
CVE-2010-0188,
Samples,
vir- Troj/PDFJs-II
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About contagio


Contagio is a collection of the historic malware samples, threats, observations, and analyses.


  
  

    Malware samples are available for download by any responsible whitehat researcher. 

  


 
By downloading the samples, anyone waives all rights to claim punitive, incidental and consequential damages resulting from mishandling or self--infection
   If you see errors, typos, etc, please let me know.







About Contagio Mobile


Contagio mobile mini-dump is a part of contagiodump.blogspot.com.Twitter

LinkedIn
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	Mobile Malware mini-dump. Take a sample, leave a sample.
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Malware Lists and Collections


* Malicious documents archive for signature testing and research
* Mobile Malware Collection
* I want it ALL

Adobe Reader versions vs corresponding exploits (CVE numbered) - Downloads for testing

Microsoft and Adobe Flash patches vs corresponding document and web exploits (non PDF, CVE numbered)

Malware list (don't think i have time to keep it up) --- the the malware list is moving here
Malware list (OLD) -- no new updates
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