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Jun 27  CVE-2009-0927  PDF Discussion on cross-strait maritime cooperation






CVE-2009-0927 Stack-based buffer overflow in Adobe Reader and Adobe Acrobat 9 before
9.1, 8 before 8.1.3 , and 7 before 7.1.1 allows remote attackers to
execute arbitrary code via a crafted argument to the getIcon method of
a Collab object, a different vulnerability than CVE-2009-0658. 






Download    6e14c7a424c2eef7f37810ff65650837 ATT27173.pdf  as a password protected    archive (contact me if you need the  password)












 File ATT27173.pdf received on 2010.07.04 05:42:18 (UTC)

http://www.virustotal.com/analisis/6ed5186f31852eb5533670ae0d08737940148fe8587bdc44c5474426d92362c7-1278222138

Result: 11/41 (26.83%)

Antivirus     Version     Last Update     Result

Avast    4.8.1351.0    2010.07.03    JS:Pdfka-AIX

Avast5    5.0.332.0    2010.07.03    JS:Pdfka-AIX

BitDefender    7.2    2010.07.04    Exploit.PDF-JS.Gen

eSafe    7.0.17.0    2010.06.30    Win32.Pidief.D

F-Secure    9.0.15370.0    2010.07.03    Exploit.PDF-JS.Gen

GData    21    2010.07.04    Exploit.PDF-JS.Gen

Kaspersky    7.0.0.125    2010.07.04    Exploit.JS.Pdfka.cnj

McAfee-GW-Edition    2010.1    2010.07.02    Heuristic.BehavesLike.JS.BufferOverflow.D

nProtect    2010-07-04.01    2010.07.04    Exploit.PDF-JS.Gen

PCTools    7.0.3.5    2010.07.02    Trojan.Pidief

Symantec    20101.1.0.89    2010.07.04    Trojan.Pidief.D

Additional information

File size: 132181 bytes

MD5...: 6e14c7a424c2eef7f37810ff65650837





Wepawet

http://wepawet.cs.ucsb.edu/view.php?hash=6e14c7a424c2eef7f37810ff65650837&type=js



	Adobe getIcon	Stack-based buffer overflow in Adobe Reader 
and Acrobat via the getIcon method of a Collab object	CVE-2009-0927




From: ³Å¼¢©t [mailto:guanpen@gio.gov.tw] 

Sent: Sunday, June 27, 2010 9:23 PM

To: achengster@gmail.com

Subject: 兩岸海上合作芻議 



釐清當前兩岸合作的理由、方式、目的、地點與自我檢討。

 -----------------------------------------------------------------

中華孫子兵法研究學會

會長傅慰孤




Terrible machine translation :)


From: ³ Å ¼ ¢ © t

 [mailto: guanpen@gio.gov.tw]

 Sent: Sunday,June 27, 2010 9:23 PM 

To: 
achengster@gmail.com 

Subject: Discussion on cross-strait maritime 
cooperation


Clarify the reasons for the current cross-strait 
cooperation, methods, purpose, location and self-examination.
 --------------------------------------------------
 ---------------Research 
Institute of Chinese Art of WarFu Wei-ku, 
president of


















Posted by
Mila


at
1:51 AM




Tags:
- ADOBE READER + ACROBAT 7.1.0,
- ADOBE READER + ACROBAT 8.1.3,
- ADOBE READER + ACROBAT 9.0,
CVE-2009-0927,
Samples






















No comments:










Post a Comment
















        


      




Newer Post


Older Post

Home






Subscribe to:
Post Comments (Atom)







Home























Shared by


	

Mila




View my complete profile
















About contagio


Contagio is a collection of the historic malware samples, threats, observations, and analyses.


  
  

    Malware samples are available for download by any responsible whitehat researcher. 

  


 
By downloading the samples, anyone waives all rights to claim punitive, incidental and consequential damages resulting from mishandling or self--infection
   If you see errors, typos, etc, please let me know.







About Contagio Mobile


Contagio mobile mini-dump is a part of contagiodump.blogspot.com.Twitter
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	Mobile Malware mini-dump. Take a sample, leave a sample.
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Malware Lists and Collections


* Malicious documents archive for signature testing and research
* Mobile Malware Collection
* I want it ALL

Adobe Reader versions vs corresponding exploits (CVE numbered) - Downloads for testing

Microsoft and Adobe Flash patches vs corresponding document and web exploits (non PDF, CVE numbered)

Malware list (don't think i have time to keep it up) --- the the malware list is moving here
Malware list (OLD) -- no new updates
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