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	CVE-2009-4324
 Use-after-free vulnerability in the Doc.media.newPlayer method in 
Multimedia.api in Adobe Reader and Acrobat 9.x before 9.3, and 8.x 
before 8.2 on Windows and Mac OS X, allows remote attackers to execute 
arbitrary code via a crafted PDF file using ZLib compressed streams, as 
exploited in the wild in December 2009.







 Download ebec610267f0407a53021df441d1fd54 NPC Report.pdf as a password protected archive (please contact me if you need the password)



	Details ebec610267f0407a53021df441d1fd54  NPC Report.pdf 










From: Ted Dean [mailto:ustrades2010@gmail.com] 

Sent: Thursday, March 18, 2010 8:53 AM

To: XXXXXXX

Subject: Report on 2010 NPC



Colleagues, 



As you know, the National People’s Congress (NPC) is meeting in its annual plenary session in Beijing March 5 to 14, 2010. This year’s meeting, in addition to occurring on the heels of economic recession internationally, is also important as it marks the beginning of work on the new five year plan, China’s twelfth, which will take effect in 2011. This year ’s plenary session reviewed the Chinese government ’s work last year and discussed China’s social and economic priorities this year. This attached report highlights major policy discussion points expressed during the ten-day long meeting, looks at possible policy changes following the meeting as well as impacts on multinational companies, and includes recommendations for leveraging government priorities for business development.



I hope you find it interesting.



Best,



Ted



-- 

Ted Dean

Vice Chair- Board of Directors

AmCham-China



----------



Virustotal

http://www.virustotal.com/analisis/0d5d28212d31cd3871d17496420b3f2ac96856337b36bbf4412ebb77cec4751f-1269257719
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Result: 10/42 (23.81%)

AhnLab-V3    5.0.0.2    2010.03.22    PDF/Exploit

Avast    4.8.1351.0    2010.03.21    JS:Pdfka-WP

Avast5    5.0.332.0    2010.03.21    JS:Pdfka-WP

BitDefender    7.2    2010.03.22    Exploit.PDF-JS.Gen

F-Secure    9.0.15370.0    2010.03.22    Exploit.PDF-JS.Gen

Kaspersky    7.0.0.125    2010.03.22    Exploit.JS.Pdfka.bvz

Microsoft    1.5605    2010.03.22    Exploit:Win32/Pdfjsc.CW

NOD32    4964    2010.03.22    JS/Exploit.Pdfka.NPK

nProtect    2009.1.8.0    2010.03.22    Exploit.PDF-JS.Gen

Additional information

File size: 235475 bytes

MD5...: ebec610267f0407a53021df441d1fd54



Wepawet

http://wepawet.cs.ucsb.edu/view.php?hash=ebec610267f0407a53021df441d1fd54&type=js 

Jsand 1.02.02    malicious   

doc.media.newPlayer    Use-after-free vulnerability in the Doc.media.newPlayer method in Adobe Reader and Acrobat 8.0 through 9.2    CVE-2009-4324
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About contagio


Contagio is a collection of the historic malware samples, threats, observations, and analyses.


  
  

    Malware samples are available for download by any responsible whitehat researcher. 

  


 
By downloading the samples, anyone waives all rights to claim punitive, incidental and consequential damages resulting from mishandling or self--infection
   If you see errors, typos, etc, please let me know.







About Contagio Mobile


Contagio mobile mini-dump is a part of contagiodump.blogspot.com.Twitter
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Shortcuts


	Mobile Malware mini-dump. Take a sample, leave a sample.








Categories - sort of


	
- HTA files
(1)

	
- JAVA
(16)

	
- MOBILE MALWARE
(6)

	
- OSX
(10)

	
alienspy
(1)

	
APT1
(1)

	
Aurora
(2)

	
Autocad
(1)

	
Backdoor.Olyx
(1)

	
Backdoor.Wirenet
(1)

	
batchwiper
(1)

	
Black SEO
(1)

	
blackhole 2
(1)

	
Blackshades
(1)

	
botnets
(5)

	
Chapro
(1)

	
CONFICKER
(1)

	
Cridex
(1)

	
Crimepack
(2)

	
Crisis
(1)

	
cuckoo sandbox
(1)

	
CVE-2006-2389
(1)

	
CVE-2006-2492
(1)

	
CVE-2007-0071
(1)

	
CVE-2007-5659
(5)

	
CVE-2008-0081
(1)

	
CVE-2008-0655
(1)

	
CVE-2008-2992
(4)

	
CVE-2008-3005
(1)

	
CVE-2008-4841
(1)

	
CVE-2008-5353
(7)

	
CVE-2009-0556
(4)

	
CVE-2009-0563
(1)

	
CVE-2009-0658
(2)

	
CVE-2009-0806
(1)

	
CVE-2009-0927
(10)

	
CVE-2009-1129
(1)

	
CVE-2009-1869
(1)

	
CVE-2009-3129
(9)

	
CVE-2009-3867
(7)

	
CVE-2009-3957
(1)

	
CVE-2009-4324
(66)

	
CVE-2010-0188
(30)

	
CVE-2010-0806
(4)

	
CVE-2010-1240
(1)

	
CVE-2010-1297
(12)

	
CVE-2010-1885
(1)

	
CVE-2010-2568
(2)

	
CVE-2010-2883
(13)

	
cve-2010-3333
(11)

	
CVE-2010-3654
(3)

	
CVE-2010-3970
(1)

	
CVE-2010-4091
(1)

	
CVE-2011-0609
(1)

	
CVE-2011-0611
(11)

	
CVE-2011-1980
(1)

	
CVE-2011-1991
(1)

	
CVE-2011-2462
(1)

	
cve-2012-0158
(4)

	
CVE-2012-0506
(1)

	
CVE-2012-0507
(1)

	
CVE-2012-0754
(1)

	
CVE-2012-0779
(1)

	
CVE-2012-1535
(3)

	
CVE-2012-1875
(1)

	
CVE-2012-1889
(2)

	
CVE-2012-4681
(1)

	
CVE-2012-4969
(1)

	
CVE-2012-5076
(1)

	
Dark Comet
(1)

	
darkmagie
(1)

	
Daws
(1)

	
DeepEnd
(1)

	
Dexter
(1)

	
Dirt Jumper
(1)

	
distrack.a
(1)

	
Duqu
(2)

	
exploit kits
(1)

	
exploit pack
(1)

	
Flamer
(2)

	
flashback
(4)

	
Gauss
(1)

	
Gh0stnet backdoor
(1)

	
gmail
(1)

	
High-Tech Bridge
(4)

	
Hikit
(1)

	
I2p
(1)

	
inReverse blog
(5)

	
Jokra
(1)

	
jsp-reverse
(1)

	
Linux
(9)

	
Makadocs
(1)

	
malware links
(2)

	
malware samples links
(1)

	
Malware Zoo
(5)

	
mebromi
(1)

	
Medre
(1)

	
Memory
(1)

	
Memory Analysis
(1)

	
MHTML
(1)

	
Mobile Malware Group
(1)

	
Morto
(1)

	
Narilam
(1)

	
OCJP
(1)

	
Onionduke
(1)

	
OSX
(3)

	
OSX/Dockster.A
(1)

	
OSX/iMuler
(1)

	
OSX/Revir
(1)

	
PDF cuckoo
(1)

	
php-backdoor
(1)

	
ransomware
(1)

	
RAT
(10)

	
Redline
(1)

	
rootkit
(9)

	
Rootkit ZeroAccess (aka MAX++)
(1)

	
RTLO
(2)

	
Rustock
(1)

	
Sanny
(1)

	
Sender IPs
(1)

	
shylock
(2)

	
sirefef
(1)

	
Skynet
(1)

	
Skype Dorkbot
(1)

	
Sources
(2)

	
Spyeye
(1)

	
Stabuniq
(1)

	
Stuxnet
(4)

	
taidoor
(14)

	
Tbot
(1)

	
TDL
(2)

	
TDL4 purple haze
(1)

	
Tinba
(1)

	
TOOLS
(5)

	
Tor
(1)

	
trojan.osx.boonana.a
(1)

	
TWITTER
(1)

	
Vir-Win32/Spy.Silon.AA
(1)

	
Vobfus
(1)

	
Volatility
(2)

	
Win32/Ramnit
(1)

	
Win32/Trojan.Agent.AXMO
(1)

	
wirelurker
(1)

	
worm
(5)

	
worm;Qakbot
(1)

	
xpaj
(1)

	
Xtreme RAT
(2)

	
Zeroaccess
(2)

	
Zeus
(5)

	
Zusy
(1)









Search This Blog




	

	














Malware Lists and Collections


* Malicious documents archive for signature testing and research
* Mobile Malware Collection
* I want it ALL

Adobe Reader versions vs corresponding exploits (CVE numbered) - Downloads for testing

Microsoft and Adobe Flash patches vs corresponding document and web exploits (non PDF, CVE numbered)

Malware list (don't think i have time to keep it up) --- the the malware list is moving here
Malware list (OLD) -- no new updates
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