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Mar 23 CVE-2009-4324 PDF Talking Points on Chinese Currency from eaisecs@nus.edu.sg





	 CVE-2009-4324
Use-after-free

 vulnerability in the Doc.media.newPlayer method in
Multimedia.api in Adobe Reader and Acrobat 9.x before 9.3, and 8.x
before 8.2 on Windows and Mac OS X, allows remote attackers to execute
arbitrary code via a crafted PDF file using ZLib compressed streams, as
exploited in the wild in December 2009.






 Download 211b644de9ff2610f92f01a33fdc635b EAIBB_No._512.pdf as a password protected archive (please contact me for the password if you need it)



Details 211b644de9ff2610f92f01a33fdc635b  EAIBB_No._512.pdf 









From: Yang Mu [mailto:eaisecs@nus.edu.sg] 

Sent: Tuesday, March 23, 2010 8:29 AM

To: ;

Subject: Talking Points on Chinese Currency



Colleagues,



We are pleased to attach the following weekly talking points on Chinese Currency. This week's talking point centred on Premier Wen Jiabao's recent press conference. 



Premier Wen criticised international pressure on China to appreciate its currency, calling it 'finger pointing'. China was accused of holding down the value of its currency. An undervalued currency keeps a country's exports inexpensive while making imports expensive.



Premier Wen's hardstand on not revaluating reminbi came as a surprise as it was only a few days before that Zhou Xiaochuan, the central banker, said at a press briefing that the country will allow the yuan to resume its appreciation at some point when it exits from the loose money and credit policies.



We hope you will find this report useful.



Yours sincerely,



Dr. Yang Mu

Co-ordinator, China Cooperation Programme

East Asian Institute

469A Bukit Timah Road 

Tower Block #06-01 

Singapore 259770

Tel:  (65) 6516 3715

Fax:  (65) 6779 3409 

Email: eaisecs@nus.edu.sg
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Received: from [204.12.252.250] (helo=3me8de026f8d12)

    by authsmtp01.yourhostingaccount.com with esmtpa (Exim)

    id 1Nu3Eq-00017h-LJ; Tue, 23 Mar 2010 08:29:46 -0400

Message-ID: 

From: "Yang Mu" 

To: 

Subject: Talking Points on Chinese Currency

Date: Tue, 23 Mar 2010 08:29:25 -0400



       Hostname:    204.12.252.250

      ISP:    WholeSale Internet

      Organization:    Daigou Inc.

      Country:    United States

      State/Region:    Missouri

      City:    Kansas City












Virustotal

http://www.virustotal.com/analisis/292df6c0deeed93c6f24a8df62b9e9bc7db76bb3fbc803cce0c3d765be23de52-1269411330

File EAIBB_No._512.pdf received on 2010.03.24 06:15:30 (UTC)

Result: 7/42 (16.67%)

a-squared     4.5.0.50     2010.03.24     Exploit.JS.Pdfka!IK

BitDefender     7.2     2010.03.24     Exploit.PDF-JS.Gen

F-Secure     9.0.15370.0     2010.03.24     Exploit.PDF-JS.Gen

GData     19     2010.03.24     Exploit.PDF-JS.Gen

Ikarus     T3.1.1.80.0     2010.03.24     Exploit.JS.Pdfka

Kaspersky     7.0.0.125     2010.03.24     Exploit.JS.Pdfka.bvz

nProtect     2009.1.8.0     2010.03.23     Exploit.PDF-JS.Gen

Additional information

File size: 110829 bytes

MD5   : 211b644de9ff2610f92f01a33fdc635b



Wepawet - benign



http://wepawet.cs.ucsb.edu/view.php?hash=211b644de9ff2610f92f01a33fdc635b&type=js



Vicheck.ca

https://www.vicheck.ca/md5query.php?hash=211b644de9ff2610f92f01a33fdc635b
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About contagio


Contagio is a collection of the historic malware samples, threats, observations, and analyses.


  
  

    Malware samples are available for download by any responsible whitehat researcher. 

  


 
By downloading the samples, anyone waives all rights to claim punitive, incidental and consequential damages resulting from mishandling or self--infection
   If you see errors, typos, etc, please let me know.







About Contagio Mobile


Contagio mobile mini-dump is a part of contagiodump.blogspot.com.Twitter

LinkedIn
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	Mobile Malware mini-dump. Take a sample, leave a sample.








Categories - sort of


	
- HTA files
(1)

	
- JAVA
(16)

	
- MOBILE MALWARE
(6)

	
- OSX
(10)

	
alienspy
(1)

	
APT1
(1)

	
Aurora
(2)

	
Autocad
(1)

	
Backdoor.Olyx
(1)

	
Backdoor.Wirenet
(1)

	
batchwiper
(1)

	
Black SEO
(1)

	
blackhole 2
(1)

	
Blackshades
(1)

	
botnets
(5)

	
Chapro
(1)

	
CONFICKER
(1)

	
Cridex
(1)

	
Crimepack
(2)

	
Crisis
(1)

	
cuckoo sandbox
(1)

	
CVE-2006-2389
(1)

	
CVE-2006-2492
(1)

	
CVE-2007-0071
(1)

	
CVE-2007-5659
(5)

	
CVE-2008-0081
(1)

	
CVE-2008-0655
(1)

	
CVE-2008-2992
(4)

	
CVE-2008-3005
(1)

	
CVE-2008-4841
(1)

	
CVE-2008-5353
(7)

	
CVE-2009-0556
(4)

	
CVE-2009-0563
(1)

	
CVE-2009-0658
(2)

	
CVE-2009-0806
(1)

	
CVE-2009-0927
(10)

	
CVE-2009-1129
(1)

	
CVE-2009-1869
(1)

	
CVE-2009-3129
(9)

	
CVE-2009-3867
(7)

	
CVE-2009-3957
(1)

	
CVE-2009-4324
(66)

	
CVE-2010-0188
(30)

	
CVE-2010-0806
(4)

	
CVE-2010-1240
(1)

	
CVE-2010-1297
(12)

	
CVE-2010-1885
(1)

	
CVE-2010-2568
(2)

	
CVE-2010-2883
(13)

	
cve-2010-3333
(11)

	
CVE-2010-3654
(3)

	
CVE-2010-3970
(1)

	
CVE-2010-4091
(1)

	
CVE-2011-0609
(1)

	
CVE-2011-0611
(11)

	
CVE-2011-1980
(1)

	
CVE-2011-1991
(1)

	
CVE-2011-2462
(1)

	
cve-2012-0158
(4)

	
CVE-2012-0506
(1)

	
CVE-2012-0507
(1)

	
CVE-2012-0754
(1)

	
CVE-2012-0779
(1)

	
CVE-2012-1535
(3)

	
CVE-2012-1875
(1)

	
CVE-2012-1889
(2)

	
CVE-2012-4681
(1)

	
CVE-2012-4969
(1)

	
CVE-2012-5076
(1)

	
Dark Comet
(1)

	
darkmagie
(1)

	
Daws
(1)

	
DeepEnd
(1)

	
Dexter
(1)

	
Dirt Jumper
(1)

	
distrack.a
(1)

	
Duqu
(2)

	
exploit kits
(1)

	
exploit pack
(1)

	
Flamer
(2)

	
flashback
(4)

	
Gauss
(1)

	
Gh0stnet backdoor
(1)

	
gmail
(1)

	
High-Tech Bridge
(4)

	
Hikit
(1)

	
I2p
(1)

	
inReverse blog
(5)

	
Jokra
(1)

	
jsp-reverse
(1)

	
Linux
(9)

	
Makadocs
(1)

	
malware links
(2)

	
malware samples links
(1)

	
Malware Zoo
(5)

	
mebromi
(1)

	
Medre
(1)

	
Memory
(1)

	
Memory Analysis
(1)

	
MHTML
(1)

	
Mobile Malware Group
(1)

	
Morto
(1)

	
Narilam
(1)

	
OCJP
(1)

	
Onionduke
(1)

	
OSX
(3)

	
OSX/Dockster.A
(1)

	
OSX/iMuler
(1)

	
OSX/Revir
(1)

	
PDF cuckoo
(1)

	
php-backdoor
(1)

	
ransomware
(1)

	
RAT
(10)

	
Redline
(1)

	
rootkit
(9)

	
Rootkit ZeroAccess (aka MAX++)
(1)

	
RTLO
(2)

	
Rustock
(1)

	
Sanny
(1)

	
Sender IPs
(1)

	
shylock
(2)

	
sirefef
(1)

	
Skynet
(1)

	
Skype Dorkbot
(1)

	
Sources
(2)

	
Spyeye
(1)

	
Stabuniq
(1)

	
Stuxnet
(4)

	
taidoor
(14)

	
Tbot
(1)

	
TDL
(2)

	
TDL4 purple haze
(1)

	
Tinba
(1)

	
TOOLS
(5)

	
Tor
(1)

	
trojan.osx.boonana.a
(1)

	
TWITTER
(1)

	
Vir-Win32/Spy.Silon.AA
(1)

	
Vobfus
(1)

	
Volatility
(2)

	
Win32/Ramnit
(1)

	
Win32/Trojan.Agent.AXMO
(1)

	
wirelurker
(1)

	
worm
(5)

	
worm;Qakbot
(1)

	
xpaj
(1)

	
Xtreme RAT
(2)

	
Zeroaccess
(2)

	
Zeus
(5)

	
Zusy
(1)









Search This Blog




	

	














Malware Lists and Collections


* Malicious documents archive for signature testing and research
* Mobile Malware Collection
* I want it ALL

Adobe Reader versions vs corresponding exploits (CVE numbered) - Downloads for testing

Microsoft and Adobe Flash patches vs corresponding document and web exploits (non PDF, CVE numbered)

Malware list (don't think i have time to keep it up) --- the the malware list is moving here
Malware list (OLD) -- no new updates
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