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Tuesday, March 30, 2010


          
        




Mar 30 CVE-2009-4324 PDF China and Foreign Military Modernization from americansina@gmail.com





	CVE-2009-4324
Use-after-free


 vulnerability in the Doc.media.newPlayer method in
Multimedia.api in Adobe Reader and Acrobat 9.x before 9.3, and 8.x
before 8.2 on Windows and Mac OS X, allows remote attackers to execute
arbitrary code via a crafted PDF file using ZLib compressed streams, as
exploited in the wild in December 2009.





 Download  d7520d1957d5ef26e068727fac4c4f02 WebMemo.pdf as a password protected archive (please contact me if you need the password)



Details   d7520d1957d5ef26e068727fac4c4f02 WebMemo.pdf 







From: Dean Cheng [mailto:americansina@gmail.com] 

Sent: 2010-03-30 9:18 AM

Subject: China and Foreign Military Modernization



Dear Folks,



One of the little-noticed actions in the recently concluded session of the Chinese National People’s Congress was the enactment of a National Defense Mobilization Law. In an age when conventional conflicts are planned to conclude in a matter of days or weeks, it is striking that the People’s Republic of China  (PRC) should choose to ensure its readiness for a protracted war. Indeed, it suggests that the People’s Liberation Army (PLA) is thinking about future wars in a very different way from their Western counterparts, where full-scale mobilization is rarely discussed at all. Whereas the U.S. and its allies have mostly neglected the prospect of a prolonged high-intensity conflict, the PLA appears intent on preparing for both short- and long-term wars.



The actions of the National People’s Congress have distinct implications for U.S. defense planners, as they portend an opponent who may choose to fight a protracted conflict—but with anti-ship missiles rather than IEDs. And it should also raise questions among foreign investors—how might their facilities and assets be treated in the event of a crisis?



We have drafted a memo to this regards as attached. Your inputs are highly appreciated. 



Best regards,



Cheng

-- 

Dean Cheng

Research Fellow, Asian Studies Cente

---------

Virustotal

http://www.virustotal.com/analisis/8b821297ce83d927e3ab73fe465149beb64b67d5b2cbee1cfaa4953c84c6a302-1269966037

File WebMemo.pdf received on 2010.03.30 16:20:37 (UTC)

Result: 8/42 (19.05%)

Avast     4.8.1351.0     2010.03.30     JS:Pdfka-XX

Avast5     5.0.332.0     2010.03.30     JS:Pdfka-XX

BitDefender     7.2     2010.03.30     Exploit.PDF-JS.Gen

F-Secure     9.0.15370.0     2010.03.30     Exploit.PDF-JS.Gen

GData     19     2010.03.30     Exploit.PDF-JS.Gen

Kaspersky     7.0.0.125     2010.03.30     Exploit.JS.Pdfka.bvz

Microsoft     1.5605     2010.03.30     Exploit:Win32/Pdfjsc.gen!A

nProtect     2009.1.8.0     2010.03.30     Exploit.PDF-JS.Gen

Additional information

File size: 201777 bytes

MD5   : d7520d1957d5ef26e068727fac4c4f02
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About contagio


Contagio is a collection of the historic malware samples, threats, observations, and analyses.


  
  

    Malware samples are available for download by any responsible whitehat researcher. 

  


 
By downloading the samples, anyone waives all rights to claim punitive, incidental and consequential damages resulting from mishandling or self--infection
   If you see errors, typos, etc, please let me know.







About Contagio Mobile


Contagio mobile mini-dump is a part of contagiodump.blogspot.com.Twitter

LinkedIn
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	Mobile Malware mini-dump. Take a sample, leave a sample.
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* Mobile Malware Collection
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