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Thursday, April 15, 2010


          
        




Apr 15 CVE-2010-0188 PDF Obama-Taiwan relations from chuc.ling@yahoo.com





	CVE-2010-0188 Unspecified 
vulnerability in Adobe Reader and Acrobat 8.x before 8.2.1 and 9.x 
before 9.3.1 allows attackers to cause a denial of service (application 
crash) or possibly execute arbitrary code via unknown vectors





Download   5B7541F3648CC440405179CB5C194644 ATT95097.pdf as a password protected archive (please contact me for the password if you need it)





Details 5B7541F3648CC440405179CB5C194644  ATT95097.pdf  











From: chuc.ling@yahoo.com [mailto:chuc.ling@yahoo.com] 

Sent: Thursday, April 15, 2010 3:18 AM

To: XXXXXXXXXXXXXXXXX

Subject: Fw:歐巴馬政府與美中台關係徵稿公告



中央研究院歐美研究所



連絡人:劉美齡 

電話: (02)-37807262

Email:chucling@gate.sinica.edu.tw

      chuc.ling@yahoo.com

網頁: http://www.ea.sinica.edu.tw










Terrible machine translation:

From: chuc.ling @ yahoo.com [mailto: chuc.ling @ 
yahoo.com]Sent: 
Thursday, April 15, 2010 3:18 AM
To: 
XXXXXXXXXXXXXXXXX
Subject: Fw: 
Obama-Taiwan relations between the Government and the United States Call 
Notice

European and American Studies Academia 
Sinica

Contact: Liu MeilingTel: (02) 
-37807262Email: 
chucling@gate.sinica.edu.tw
      chuc.ling @ 
yahoo.comPage: 
http://www.ea.sinica.edu.tw




 Headers


Received: from nklvcfmk (61-221-172-73.HINET-IP.hinet.net [61.221.172.73])
    by msr14.hinet.net (8.9.3/8.9.3) with ESMTP id PAA26936
    for ; Thu, 15 Apr 2010 15:18:21 +0800 (CST)
Message-ID: <000568072135$21217268$48083130@nklvcfmk>
From: "chuc.ling@yahoo.com" 
To: XXXXX
Subject: =?gb2312?B?Rnc6mlewzfFS1f64rsVjw8DW0Myo6lCCU+HnuOW5q7jm?=
Date: Thu, 15 Apr 2010 15:18:21 +0800



       Hostname:    61-221-172-73.hinet-ip.hinet.net
      ISP:    CHTD, Chunghwa Telecom Co., Ltd.
      Organization:    CHTD, Chunghwa Telecom Co., Ltd.
      Country:    Taiwan
      City:    Taipei














Virustotal

http://www.virustotal.com/analisis/66e6c32f1c343494708308ba4544955a8be632441ccf1914d86c86927e8e1a72-1271642965 File ATT95097.pdf received on 2010.04.19 02:09:25 (UTC)

Result: 27/40 (67.5%)

Antivirus     Version     Last Update     Result

a-squared    4.5.0.50    2010.04.19    Exploit.JS.Pdfka!IK

AhnLab-V3    5.0.0.2    2010.04.18    PDF/Cve-2010-0188

AntiVir    7.10.6.116    2010.04.18    EXP/Pidief.bui

Antiy-AVL    2.0.3.7    2010.04.16    Exploit/JS.Pdfka

Authentium    5.2.0.5    2010.04.16    JS/ShellCode.AM

Avast    4.8.1351.0    2010.04.18    PDF:CVE-2010-0188

Avast5    5.0.332.0    2010.04.18    PDF:CVE-2010-0188

AVG    9.0.0.787    2010.04.18    Exploit_c.DEY

BitDefender    7.2    2010.04.19    Trojan.Script.395818

ClamAV    0.96.0.3-git    2010.04.18    Exploit.PDF-21286

Comodo    4641    2010.04.19    UnclassifiedMalware

DrWeb    5.0.2.03300    2010.04.19    Exploit.PDF.758

eSafe    7.0.17.0    2010.04.18    PDF.Exploit

eTrust-Vet    35.2.7433    2010.04.18    PDF/Pidief.PR

F-Secure    9.0.15370.0    2010.04.19    Trojan.Script.395818

GData    19    2010.04.19    Trojan.Script.395818

Ikarus    T3.1.1.80.0    2010.04.19    Exploit.JS.Pdfka

Kaspersky    7.0.0.125    2010.04.19    Exploit.JS.Pdfka.bui

McAfee    5.400.0.1158    2010.04.19    Exploit-PDF.by

McAfee-GW-Edition    6.8.5    2010.04.18    Exploit.Pidief.bui

Microsoft    1.5605    2010.04.18    Exploit:Win32/Pdfjsc.gen!B

Panda    10.0.2.7    2010.04.18    Exploit/Pidief

Rising    22.44.00.01    2010.04.19    Hack.Exploit.PDF.aem

Sophos    4.52.0    2010.04.19    Troj/PDFJs-II

Sunbelt    6194    2010.04.19    Exploit.PDF.CVE-2010-0806 (v) -- it is not

Symantec    20091.2.0.41    2010.04.19    Trojan.Pidief.I

VirusBuster    5.0.27.0    2010.04.18    JS.Crypt.UQBF



File size: 80199 bytes

MD5...: 5b7541f3648cc440405179cb5c194644
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About contagio


Contagio is a collection of the historic malware samples, threats, observations, and analyses.


  
  

    Malware samples are available for download by any responsible whitehat researcher. 

  


 
By downloading the samples, anyone waives all rights to claim punitive, incidental and consequential damages resulting from mishandling or self--infection
   If you see errors, typos, etc, please let me know.







About Contagio Mobile


Contagio mobile mini-dump is a part of contagiodump.blogspot.com.Twitter

LinkedIn
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Shortcuts


	Mobile Malware mini-dump. Take a sample, leave a sample.
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Malware Lists and Collections


* Malicious documents archive for signature testing and research
* Mobile Malware Collection
* I want it ALL

Adobe Reader versions vs corresponding exploits (CVE numbered) - Downloads for testing

Microsoft and Adobe Flash patches vs corresponding document and web exploits (non PDF, CVE numbered)

Malware list (don't think i have time to keep it up) --- the the malware list is moving here
Malware list (OLD) -- no new updates
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