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Apr 2 CVE-2009-0927 CVE-2007-5659 PDF IPR in China FINAL from global.faruk@gmail.com





	 CVE-2009-0927
 Stack-based buffer overflow in Adobe via getIcon method of a Collab 
object, a different vulnerability than CVE-2009-0658 - March 2009. 
	CVE-2007-5659
 Multiple buffer overflows in Adobe via a PDF file with long arguments 
to unspecified JavaScript methods. NOTE: this issue might be subsumed by
 CVE-2008-0655.  



















Download c497c02464ae74bbc94120d1cbe88d49 IPR in China FINAL.pdf as a password protected archive (contact me if you need the password)



Details c497c02464ae74bbc94120d1cbe88d49  IPR in China FINAL.pdf 







From: Faruk DEMİR [mailto:global.faruk@gmail.com] 

Sent: Friday, April 02, 2010 4:36 AM

To: XXXXXXXXXXXXXX

Subject: IPR in China FINAL





















Virustotal

http://www.virustotal.com/analisis/816ff03f39d9d210ee3a49a61f208a4b0a8979c3d08fa9b8a17e01a98b5d123c-1270206094

File IPR_in_China_FINAL.pdf received on 2010.04.02 11:01:34 (UTC)

Result: 10/42 (23.81%)

a-squared     4.5.0.50     2010.04.02     Exploit.Win32.Pidief!IK

Authentium     5.2.0.5     2010.04.02     PDF/Obfusc.M!Camelot

Avast     4.8.1351.0     2010.04.02     JS:ShellCode-EQ

Avast5     5.0.332.0     2010.04.02     JS:ShellCode-EQ

AVG     9.0.0.787     2010.04.02     Exploit.PDF

GData     19     2010.04.02     JS:ShellCode-EQ

Ikarus     T3.1.1.80.0     2010.04.02     Exploit.Win32.Pidief

Microsoft     1.5605     2010.04.02     Exploit:JS/Mult.CM

Symantec     20091.2.0.41     2010.04.02     Bloodhound.PDF!gen

TrendMicro     9.120.0.1004     2010.04.02     Expl_ShellCodeSM

File size: 54720 bytes

MD5   : c497c02464ae74bbc94120d1cbe88d49 



Vicheck

https://www.vicheck.ca/md5query.php?hash=c497c02464ae74bbc94120d1cbe88d49

PDF Exploit call to Collab.collectEmailInfo CVE-2007-5659

PDF Exploit
 call to Collab.getIcon CVE-2009-0927



Wepawet

http://wepawet.cs.ucsb.edu/view.php?hash=c497c02464ae74bbc94120d1cbe88d49&type=js
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About contagio


Contagio is a collection of the historic malware samples, threats, observations, and analyses.


  
  

    Malware samples are available for download by any responsible whitehat researcher. 

  


 
By downloading the samples, anyone waives all rights to claim punitive, incidental and consequential damages resulting from mishandling or self--infection
   If you see errors, typos, etc, please let me know.







About Contagio Mobile


Contagio mobile mini-dump is a part of contagiodump.blogspot.com.Twitter

LinkedIn
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Shortcuts


	Mobile Malware mini-dump. Take a sample, leave a sample.
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Malware Lists and Collections


* Malicious documents archive for signature testing and research
* Mobile Malware Collection
* I want it ALL

Adobe Reader versions vs corresponding exploits (CVE numbered) - Downloads for testing

Microsoft and Adobe Flash patches vs corresponding document and web exploits (non PDF, CVE numbered)

Malware list (don't think i have time to keep it up) --- the the malware list is moving here
Malware list (OLD) -- no new updates
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