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Tuesday, April 20, 2010


          
        




Apr 20 CVE-2009-4324 PDF US_Taiwan_policy.pdf





	CVE-2009-4324

 Use-after-free vulnerability in the Doc.media.newPlayer method in 
Multimedia.api in Adobe Reader and Acrobat 9.x before 9.3, and 8.x 
before 8.2 on Windows and Mac OS X, allows remote attackers to execute 
arbitrary code via a crafted PDF file using ZLib compressed streams, as 
exploited in the wild in December 2009.







 Download 5f49a04d3738b602685207419bc0789c _US_Taiwan_policy.pdf   as a password protected  archive (please contact me if you need the password)



Details   5f49a04d3738b602685207419bc0789c _US_Taiwan_policy.pdf   



 There is no additional information about this message, except that it 
was sent via Gmail on 20 Apr 2010 around 6 pm PDT.



 http://www.virustotal.com/analisis/2e76eaa6bfb9d2b0fc2a68de0fc24eb901e55d8298fcda4ca1d0ad1b5f6ef3b6-1272509457

 File article_on_US_Taiwan_policy.pdf received on 2010.04.29 02:50:57 (UTC)

Result: 23/41 (56.1%)

a-squared    4.5.0.50    2010.04.29    Exploit.Win32.Pidief!IK

AntiVir    8.2.1.224    2010.04.28    HEUR/HTML.Malware

Antiy-AVL    2.0.3.7    2010.04.28    Exploit/Win32.Pidief

Authentium    5.2.0.5    2010.04.29    PDF/Obfusc.M!Camelot

Avast    4.8.1351.0    2010.04.28    JS:Pdfka-WJ

Avast5    5.0.332.0    2010.04.28    JS:Pdfka-WJ

AVG    9.0.0.787    2010.04.29    Script/Exploit

BitDefender    7.2    2010.04.29    Exploit.PDF-JS.Gen

ClamAV    0.96.0.3-git    2010.04.29    Exploit.PDF-21790

eSafe    7.0.17.0    2010.04.28    Win32.Pidief.H

F-Secure    9.0.15370.0    2010.04.28    Exploit.PDF-JS.Gen

GData    21    2010.04.29    Exploit.PDF-JS.Gen

Ikarus    T3.1.1.80.0    2010.04.29    Exploit.Win32.Pidief

Kaspersky    7.0.0.125    2010.04.29    Exploit.Win32.Pidief.dcc

McAfee    5.400.0.1158    2010.04.29    Exploit-PDF.q.gen!stream

McAfee-GW-Edition    6.8.5    2010.04.28    Heuristic.HTML.Malware

Microsoft    1.5703    2010.04.28    Exploit:Win32/Pdfjsc.FE

nProtect    2010-04-28.02    2010.04.28    Exploit.PDF-JS.Gen

Sophos    4.53.0    2010.04.29    Troj/PDFJs-FM

Sunbelt    6235    2010.04.28    Exploit.PDF-JS.Gen (v)

Symantec    20091.2.0.41    2010.04.29    Trojan.Pidief.H

TrendMicro    9.120.0.1004    2010.04.28    TROJ_PDFJS.BI

TrendMicro-HouseCall    9.120.0.1004    2010.04.29    Expl_ShellCodeSM

Additional information

File size: 82600 bytes

MD5...: 5f49a04d3738b602685207419bc0789c
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About contagio


Contagio is a collection of the historic malware samples, threats, observations, and analyses.


  
  

    Malware samples are available for download by any responsible whitehat researcher. 

  


 
By downloading the samples, anyone waives all rights to claim punitive, incidental and consequential damages resulting from mishandling or self--infection
   If you see errors, typos, etc, please let me know.







About Contagio Mobile


Contagio mobile mini-dump is a part of contagiodump.blogspot.com.Twitter

LinkedIn
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Shortcuts


	Mobile Malware mini-dump. Take a sample, leave a sample.
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Malware Lists and Collections


* Malicious documents archive for signature testing and research
* Mobile Malware Collection
* I want it ALL

Adobe Reader versions vs corresponding exploits (CVE numbered) - Downloads for testing

Microsoft and Adobe Flash patches vs corresponding document and web exploits (non PDF, CVE numbered)

Malware list (don't think i have time to keep it up) --- the the malware list is moving here
Malware list (OLD) -- no new updates
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